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 Background: Phishing email attacks are among the most widely occurring 

and dangerous threats in modern cybersecurity. These attacks aim to deceive 

individuals into revealing sensitive personal information such as passwords, 

financial credentials, and identity data. Objective: This study examines 

various cybersecurity strategies to detect, prevent, and respond to phishing 

attacks through an extensive literature review. Methods: As phishing 

methods evolve through social engineering, domain spoofing, malicious 

hyperlinks, and machine-generated deceptive messages, cybersecurity 

protection must adopt a layered and adaptive approach. Results: The 

findings indicate that technological defenses alone are insufficient without 

strong user awareness and behavioral readiness. Effective protection 

requires a combination of email authentication protocols such as SPF, 

DKIM, and DMARC, encryption technologies, intelligent spam filters, 

multi-factor authentication, artificial intelligence–based detection systems, 

digital literacy programs, and collaborative cybersecurity ecosystems 

involving governments, organizations, and end users. Conclusion: The 

overall conclusion emphasizes the importance of integrating technical 

measures with social and legal interventions to minimize the increasing 

risks of phishing attacks in the digital age. 

  

  

 

 

INTRODUCTION 

Phishing emails have emerged as one of the most persistent and harmful cyber threats 

affecting individuals, organizations, and governments around the world. Phishing occurs when 

attackers impersonate legitimate institutions through email messages that appear authentic in 

order to trick recipients into providing sensitive information or performing harmful actions. 

These messages often contain deceptive links, fraudulent attachments, manipulated branding 

elements, and persuasive language that exploits psychological vulnerabilities such as fear, 

urgency, authority, or curiosity (Jakobsson & Myers, 2006; Bishop, 2012). 

The sophistication of phishing techniques has increased significantly in recent years. 

Attackers no longer rely solely on poorly written fraudulent messages; instead, they now 

employ targeted spear-phishing campaigns that are tailored to the victim’s profile. They also 

take advantage of data leaks, social media information, and publicly accessible records to craft 

personalized messages that are more convincing. Institutions such as banks, universities, 

government agencies, and global platforms are frequently impersonated, making it difficult for 

individuals to differentiate between genuine and malicious emails (Hao et al., 2021; Zubair et 

al., 2022). 
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The impact of phishing attacks extends far beyond individual victims. Organizations 

face operational disruptions, financial losses, data breaches, and reputational damage when 

attackers successfully infiltrate email systems. Once credentials or confidential information are 

stolen, attackers may repeatedly exploit them or sell them on the dark web. Victims often 

become aware of the breach only after significant damage has already occurred. According to 

the Anti-Phishing Working Group (APWG), phishing attacks reached record levels in recent 

years, with hundreds of thousands of unique phishing sites detected each month globally (Jiang 

et al., 2020; Singh et al., 2021). 

The financial impact of phishing is staggering. The FBI’s Internet Crime Complaint 

Center (IC3) has consistently reported that business email compromise—a sophisticated form 

of phishing targeting corporate communications—is among the costliest categories of 

cybercrime, resulting in billions of dollars in losses annually across affected organizations 

worldwide. These losses include direct financial theft, costs associated with incident response 

and remediation, regulatory penalties, and the long-term reputational damage that follows a 

high-profile data breach (Kumar et al., 2020; Safa et al., 2022). 

Due to the widespread nature of phishing threats, cybersecurity measures must adopt a 

multilayered approach. This includes technical safeguards such as encryption, authentication 

protocols, and email filtering systems, as well as non-technical strategies such as digital literacy 

education, user training, and awareness campaigns. The effectiveness of cybersecurity largely 

depends on the combination of strong technological infrastructure and the active participation 

of users who are capable of recognizing and avoiding deceptive messages (Salloum et al., 2022; 

Alsaad et al., 2021). 

In the Indonesian context, phishing attacks have become an increasingly serious 

concern as internet penetration rates rise and more Indonesians engage in digital financial 

services, e-commerce, and online government services. The Indonesian Ministry of 

Communication and Informatics (Kominfo) has reported growing numbers of cybercrime 

incidents, with phishing among the most prevalent categories. This national context 

underscores the importance of understanding and implementing effective phishing prevention 

strategies within the Indonesian digital ecosystem (Haryadi & Nugroho, 2023; Wibowo et al., 

2021). 

Several previous studies have examined various aspects of phishing attacks and 

countermeasures. Bishop (2012) explained the psychological mechanisms underlying social 

engineering attacks, demonstrating how attackers exploit fear, urgency, and authority to 

manipulate victims into compromising security. Jakobsson and Myers (2006) provided a 

comprehensive analysis of phishing techniques and countermeasures, highlighting how 

attackers systematically imitate legitimate institutions' visual identity to reinforce deception. 

More recent work by Salloum et al. (2022) conducted a systematic literature review on phishing 

email detection using natural language processing techniques, demonstrating that machine 

learning models trained on large datasets can achieve high detection accuracy, often exceeding 

95% precision. Efvy Zam (2020) examined phishing prevention in organizational contexts, 

showing that digital literacy programs and intensive cybersecurity training can reduce 

successful phishing attempts by up to 60 percent. Munir (2017) emphasized the importance of 

collaborative cybersecurity management involving various stakeholders at institutional, 
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national, and international levels. Aliya Hafiz (2020) explored encryption technology 

applications in digital data security, highlighting the role of TLS and end-to-end encryption in 

protecting email communications. 

However, despite this growing body of research, there remains a need for a 

comprehensive synthesis that integrates technical, human, organizational, and legal dimensions 

of phishing prevention into a unified framework, particularly within the Indonesian context 

where digital adoption is accelerating rapidly. Previous studies have mostly focused on 

individual countermeasures or isolated aspects of phishing (Zhang et al., 2021; Hossain et al., 

2022). This highlights the need for a broader, more holistic understanding of phishing attacks 

and an integrated approach that incorporates technological, regulatory, and behavioral 

dimensions to build a more resilient cybersecurity framework. 

This study analyzed various methods of preventing and responding to phishing attacks 

based on a comprehensive review of cybersecurity literature. The goal is to identify the 

strengths and limitations of existing approaches and to highlight the importance of combining 

technology, policy, and user behavior to achieve robust email security. The findings are 

expected to provide both theoretical contributions to cybersecurity knowledge and practical 

guidance for organizations, policymakers, and individuals seeking to enhance their resilience 

against phishing threats. In practical terms, this research is beneficial for organizations in 

designing more effective email security policies, for cybersecurity practitioners in choosing the 

right detection and prevention technologies, and for individual users in increasing awareness 

and vigilance against phishing attacks. Theoretically, the study enriches the literature on 

layered defense strategies against cyberattacks and integrates technical, human, and 

institutional dimensions within a comprehensive phishing prevention framework. 

 

RESEARCH METHODS  

This research was based on a systematic literature review that collects and analyzes 

written sources relevant to phishing email attacks and cybersecurity strategies. The systematic 

approach was chosen to ensure comprehensive coverage of the relevant literature, minimize 

selection bias, and provide a reproducible methodology that can be extended in future research. 

The review follows a structured process of source identification, eligibility screening, quality 

assessment, data extraction, and synthesis. 

The sources include peer-reviewed journal articles, cybersecurity reports, academic 

books, government publications, and scientific conference papers. Literature was selected from 

databases and digital libraries including IEEE Xplore, Google Scholar, SpringerLink, and 

reports from authoritative cybersecurity organizations including the National Institute of 

Standards and Technology (NIST) and the European Union Agency for Cybersecurity 

(ENISA). Keywords used in the search process include “phishing email,” “cybersecurity,” 

“email authentication,” “social engineering,” “phishing prevention,” “phishing detection,” and 

“email security systems.” 

 

Inclusion and Exclusion Criteria 

Inclusion criteria for source selection required that sources be published within the past 

fifteen years to ensure relevance to the contemporary phishing landscape, be authored by 

recognized experts or organizations in the cybersecurity field, address at least one of the key 
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themes of phishing attack mechanisms, detection methods, prevention strategies, or user 

behavior and awareness, and be available in English or Indonesian. Sources were excluded if 

they addressed phishing only tangentially as part of a broader study not primarily focused on 

email security, if they lacked methodological rigor or clear evidence base, or if they were 

duplicates of higher-quality sources on the same topic. 

 

Analysis Framework 

The literature collected was reviewed to identify common themes, patterns, and 

strategies presented by experts in the field. The information obtained was categorized into four 

analytical dimensions: preventive technical measures (authentication protocols, encryption, 

spam filtering), detection mechanisms (machine learning, NLP-based analysis, behavioral 

analytics), mitigation and response strategies (incident response, credential recovery, 

communication protocols), and human and organizational factors (user training, awareness 

programs, organizational security culture). This multi-dimensional framework allows for a 

comprehensive understanding of the phishing challenge from technical, behavioral, 

organizational, and legal perspectives, and facilitates identification of gaps and interactions 

between these dimensions. 

 

RESULTS AND DISCUSSION  

Causes and Nature of Phishing Vulnerabilities 

The findings of this literature review reveal that phishing email attacks are primarily 

caused by a combination of user vulnerabilities and weak technological defenses. Many victims 

fail to recognize fraudulent messages due to limited digital literacy or a lack of attention when 

examining email details such as sender addresses, hyperlinks, and attachments. Studies 

consistently indicate that even technically knowledgeable users can be deceived by well-crafted 

phishing messages, particularly when they are fatigued, distracted, or operating under time 

pressure. 

On the technical side, poorly configured email servers and the absence of authentication 

protocols allow attackers to impersonate legitimate domains more easily. Studies show that 

phishing attempts often rely on psychological manipulation. Bishop (2012) explains that 

attackers commonly use fear-based messages that pressure recipients with threats such as 

account suspension. Jakobsson and Myers (2006) further demonstrate that attackers frequently 

imitate the visual identity of official institutions to reinforce the illusion of legitimacy. These 

psychological mechanisms exploit cognitive shortcuts and emotional responses that evolved 

for face-to-face social interactions and are poorly adapted to the detection of electronic 

deception. 

Phishing attacks continue to evolve in sophistication, driven by advancements in 

technology and the widespread availability of personal data. Modern phishing campaigns no 

longer rely solely on generic messages but instead utilize personalized content crafted through 

social engineering techniques. Attackers often analyze social media profiles or public records 

to tailor messages that resonate with the victim’s interests, affiliations, or recent activities. This 

trend highlights the increasing importance of user awareness and the need for organizations to 

adopt proactive defense mechanisms. 
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A major challenge in combating phishing is the constant adaptation of attackers. New 

techniques emerge frequently, including the use of deepfake audio, AI-generated emails, and 

cloned websites that closely resemble legitimate platforms. These advancements make it 

significantly more difficult to rely solely on visual cues to identify fraudulent emails. 

Moreover, the increasing automation of phishing campaigns means attackers can target 

thousands of individuals simultaneously with minimal effort, effectively industrializing a 

process that was once labor-intensive. 

 

Technical Countermeasures: Authentication and Filtering 

The results highlight that several technical solutions are effective in reducing phishing 

attempts. Email authentication protocols represent the first line of technical defense. Sender 

Policy Framework (SPF) is a mechanism that allows domain owners to specify which mail 

servers are authorized to send email on behalf of their domain, enabling receiving servers to 

reject messages from unauthorized sources. DomainKeys Identified Mail (DKIM) adds a 

cryptographic signature to outgoing emails that allows receiving servers to verify that the 

message content has not been altered in transit and that it genuinely originates from the claimed 

domain. 

Domain-based Message Authentication, Reporting, and Conformance (DMARC) 

builds upon SPF and DKIM by providing domain owners with a mechanism to specify how 

receiving servers should handle authentication failures, and by enabling the collection of 

reports on authentication results across the internet. Together, SPF, DKIM, and DMARC form 

a powerful authentication framework that significantly reduces the success rate of domain 

spoofing attacks. However, many organizations fail to configure these protocols correctly or 

fully, leaving their domains and users vulnerable to impersonation attacks. 

Intelligent spam filters and machine learning-powered detection tools analyze linguistic 

patterns, metadata, URL structures, and behavioral signals to identify suspicious emails before 

they reach users’ inboxes. Modern email security platforms use natural language processing 

(NLP) to examine message content for phishing-characteristic language patterns, sentiment 

anomalies, and semantic structures that deviate from legitimate communications. Salloum et 

al. (2022) provide a comprehensive review of NLP-based phishing detection approaches, 

demonstrating that machine learning models trained on large datasets of confirmed phishing 

and legitimate emails can achieve high detection accuracy, often exceeding 95% precision on 

benchmark datasets. 

Encryption technologies play a complementary role in email security. Transport Layer 

Security (TLS) encrypts email communications in transit, preventing interception and 

eavesdropping by network-level attackers. End-to-end encryption standards such as S/MIME 

and PGP provide stronger protections by encrypting message content in a way that only the 

intended recipient can decrypt, ensuring that even if communications are intercepted, their 

contents remain inaccessible to attackers. While adoption of end-to-end email encryption 

remains limited due to usability challenges, TLS adoption has become nearly universal among 

major email providers. 

Multi-factor authentication (MFA) provides a critical additional layer of protection that 

prevents unauthorized account access even when credentials have been compromised through 

phishing. By requiring users to verify their identity through a second factor such as a one-time 



Steven Johny Runtuwene*, Michael Imanuel Kaunang, Miracle Marselino Liot,    

Zahwa Aidila Anggai,  Zaskia Salsabilla Prameswari 

Cybersecurity Efforts to Prevent and Mitigate the Phishing Email Attacks 
 

1093 | Cerdika: Jurnal Ilmiah Indonesia 
 

code sent to a mobile device, a biometric verification, or a hardware security key MFA ensures 

that stolen passwords alone are insufficient for account takeover. Security research consistently 

demonstrates that MFA implementation dramatically reduces the success rate of credential-

based attacks, making it one of the highest-impact security measures available to organizations 

and individual users. 

 

AI and Machine Learning in Phishing Detection 

The application of artificial intelligence and machine learning to phishing detection 

represents one of the most significant advances in cybersecurity in recent years. Traditional 

rule-based email filtering approaches are limited by their dependence on known indicators of 

compromise they can identify phishing emails that match previously documented attack 

patterns, but are less effective against novel techniques that exploit new domains, previously 

unseen content patterns, or recently obtained legitimate-looking infrastructure. 

Machine learning-based detection systems address this limitation by learning statistical 

patterns from large datasets of confirmed phishing and legitimate emails, enabling them to 

generalize from known examples to identify previously unseen phishing attempts that share 

underlying characteristics with known attacks. Features used in ML-based detection models 

include URL characteristics (length, domain age, use of IP addresses, presence of suspicious 

keywords), email header analysis (routing anomalies, sender domain authentication status), 

content features (linguistic patterns, urgency markers, request for sensitive information), and 

behavioral signals (unusual sending patterns, first-time senders, deviation from historical 

communication patterns). 

Deep learning approaches, including recurrent neural networks and transformer-based 

models, have demonstrated particular promise for phishing detection by capturing complex 

semantic and contextual patterns in email content that simpler machine learning models may 

miss. The Scitepress (2021) report highlights that advanced NLP models can achieve near-

human-level accuracy in distinguishing phishing from legitimate emails based on content 

analysis alone, suggesting that AI-assisted email security screening could become a standard 

component of enterprise security infrastructure. 

However, the application of AI to phishing detection also introduces new challenges. 

Adversarial machine learning techniques allow attackers to craft phishing emails specifically 

designed to evade ML-based detection systems by incorporating patterns characteristic of 

legitimate emails while maintaining the deceptive elements that achieve the attack’s social 

engineering objectives. This adversarial dynamic between attack and defense AI systems 

represents an emerging frontier in cybersecurity research that requires ongoing attention from 

the security research community. 

 

Human Factors and Security Awareness 

Despite the advancements in technical defenses, human error remains the primary cause 

of successful phishing attacks. Users often underestimate the sophistication of phishing 

campaigns and may unknowingly click harmful links, even when they believe they are security-

conscious. Research by Efvy Zam (2020) shows that digital literacy programs and intensive 

cybersecurity training can reduce successful phishing attempts by up to 60 percent within an 
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organizational setting. These findings emphasize that human factors remain central in 

preventing phishing, regardless of the strength of technological systems. 

Security awareness training programs have evolved significantly from their early 

incarnations as annual compliance-oriented presentations to dynamic, continuous education 

initiatives that incorporate phishing simulations, gamification, microlearning, and just-in-time 

warnings. Phishing simulation exercises, in which organizations send realistic but harmless 

simulated phishing emails to their own employees and track click rates and reporting behavior, 

have proven particularly effective in building and measuring phishing resistance. Employees 

who fail simulation tests can be immediately directed to targeted educational content, creating 

a teachable moment that research suggests is more effective than general awareness training 

alone. 

The concept of a “security culture” an organizational environment in which security-

conscious behavior is normalized, valued, and socially reinforced has emerged as a key factor 

in organizational phishing resilience. Organizations with strong security cultures experience 

significantly fewer successful phishing incidents because security awareness is embedded in 

everyday work practices and employees feel empowered and encouraged to report suspicious 

communications without fear of negative consequences. Building such a culture requires 

leadership commitment, consistent communication, recognition of security-conscious 

behavior, and the removal of barriers that discourage reporting. 

Kominfo (2020) emphasizes the importance of national-level digital literacy initiatives 

in Indonesia, recognizing that the effectiveness of technical cybersecurity measures depends 

ultimately on a population that is informed about digital risks and equipped with the skills to 

navigate the online environment safely. Public education campaigns, school curriculum 

integration, and community-based digital literacy programs represent complementary 

approaches to the organizational security awareness training that protects individual users in 

their personal digital activities. 

 

Collaborative Ecosystems and Legal Frameworks 

Beyond individual and organizational efforts, a collaborative cybersecurity ecosystem 

is essential for effective phishing prevention at scale. Government agencies, internet service 

providers, technology companies, and cybersecurity organizations must work together to share 

threat intelligence in real time. Rapid reporting and data exchange allow malicious domains, 

phishing websites, and compromised email infrastructure to be identified and blocked quickly, 

limiting the window of opportunity available to attackers. This collaborative approach aligns 

with the recommendations of Nudirman Munir (2017), who emphasizes the importance of joint 

cybersecurity management involving various stakeholders at institutional, national, and 

international levels. 

Industry-level collaboration through organizations such as the Anti-Phishing Working 

Group (APWG) and the Messaging, Malware and Mobile Anti-Abuse Working Group 

(M3AAWG) has demonstrated the value of cross-organizational information sharing in 

reducing phishing infrastructure lifespans. When security researchers and organizations share 

indicators of compromise, newly detected phishing domains can be added to blocklists used by 

email providers, browsers, and security software worldwide, providing near-real-time 

protection to users globally. 
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Legal frameworks play a critical role in creating deterrents and providing mechanisms 

for accountability in cybercrime. The effectiveness of cybersecurity policies depends on 

updated regulations that address contemporary cybercrime techniques. In Indonesia, the 

Electronic Information and Transactions Law (UU ITE) provide a legal foundation for 

addressing cybercrime including phishing, but continuous updates are required to ensure that 

new forms of phishing particularly AI-enhanced attacks are adequately addressed within the 

legal framework. International cooperation in cybercrime prosecution is also essential, given 

that phishing attacks frequently originate from foreign jurisdictions that may have different 

legal standards and enforcement capacities. 

Public participation in reporting suspicious emails and phishing attempts provides 

valuable intelligence that supports both technical countermeasures and law enforcement 

responses. Aliya Hafiz (2020) highlights the importance of user reporting mechanisms and the 

feedback loops between public reporting, threat intelligence aggregation, and the rapid 

deployment of countermeasures. Easy-to-use reporting tools, clear guidance on how to report 

phishing attempts, and timely feedback to reporters about the outcomes of their reports all 

contribute to a more engaged and security-conscious public. 

 

CONCLUSION 

Phishing email attacks represent a serious and continuously evolving threat in today’s 

digital landscape. The findings of this study show that cybersecurity efforts must be 

comprehensive and multilayered to effectively prevent and mitigate phishing attempts. 

Technical measures such as email authentication protocols (SPF, DKIM, DMARC), encryption 

technologies, intelligent spam filters powered by machine learning and NLP, and multi-factor 

authentication provide essential protection against the technical vectors exploited by phishing 

attacks. However, these defenses are not sufficient without strong user awareness and 

behavioral readiness. Digital literacy, security training, phishing simulation exercises, and the 

cultivation of organizational security cultures are crucial components in preventing email-

based threats. The evidence clearly demonstrates that human factors remain central to phishing 

outcomes, and that investments in user education produce substantial, measurable reductions 

in phishing success rates. Organizations and governments must also work together to develop 

updated legal frameworks and collaborative threat-sharing mechanisms that enable rapid, 

coordinated responses to emerging phishing threats. As attackers continue to develop more 

sophisticated techniques using artificial intelligence, deepfake technology, and advanced social 

engineering, cybersecurity strategies must evolve accordingly. The adversarial dynamics 

between attack and defense in the phishing domain require continuous investment in research, 

tool development, and workforce capability. A coordinated effort between individuals, 

institutions, technology providers, and policymakers is necessary to create a secure and 

adaptive digital environment. By combining technology, education, regulation, and 

cooperation, the risks posed by phishing email attacks can be significantly minimized, 

contributing to a safer and more trustworthy digital ecosystem for all stakeholders. 
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